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This paper examines the rapid evolution and 
growing societal impact of deepfakes—hyper-
realistic, synthetic, or manipulated audio-
visual media created using advanced artificial 
intelligence (AI) techniques. Emerging from the 
intersection of computer graphics and machine 
learning, tools such as Generative Adversarial 
Networks (GANs) and GPT-based models now 
enable the creation and manipulation of lifelike 
images, audio, and video with minimal expertise. 
While deepfakes have positive applications 
in areas like entertainment, education, and 
marketing, they also present significant ethical 
and security challenges, including disinformation, 
propaganda, and image-based abuse.

Deepfakes are frequently exploited for political 
manipulation, election interference, and 
propaganda, posing threats to democratic 
processes and eroding public trust in media. 
They facilitate the "liar's dividend," which 
undermines confidence in authentic media, 
challenges legal norms, and perpetuates harm to 
marginalized groups, exacerbating gender-based 
inequalities and societal polarization. Moreover, 
they increasingly threaten personal privacy 
and security, with 98% of online deepfakes now 
consisting of (mostly non-consensual) sexualizing 
content, primarily targeting women. Additionally, 
deepfake technology is being leveraged for crimes 
such as impersonation and fraud, deceiving 
individuals and organizations alike.

Regulatory frameworks, such as the EU’s 
Digital Services Act and AI Act, address some 
of these issues, e.g. by mandating content 
labeling for certain deepfake applications and 
enhancing social media moderation. However, 

stronger regulations are required, particularly 
to criminalize non-consensual sexualizing 
deepfakes. Encouragingly, the EU and several 
countries from around the world have recently 
taken significant steps in this direction. 
However, enforcement of existing regulations 
remains inadequate, not least due to insufficient 
resources for law enforcement and the sheer 
volume of deepfake content online. Therefore, 
advancements in detection technologies, 
including forensic tools for identifying 
manipulated media, are critical to combating 
unlabeled or misleading deepfakes.

In addition to technological and regulatory 
measures, societal strategies are crucial for 
mitigating the technology’s adverse impact. 
Enhancing media literacy can empower the 
public to recognize and resist deceptive content, 
while providing technical and financial support 
to journalists and media organizations can 
enhance their ability to verify manipulated media 
effectively. Ethical education for AI developers is 
equally important, fostering accountability in the 
creation and deployment of these tools. Moreover, 
developers and companies offering deepfake 
technologies must adopt stricter policies and 
safeguards to prevent misuse.

Looking ahead, deepfakes are poised to play an 
increasingly influential role in digital interactions, 
with applications spanning from lifelike digital 
assistants to metaverse avatars. However, 
their potential for malicious use, coupled 
with significant ethical and political concerns, 
necessitates balanced societal, regulatory, and 
technical responses to maximize their benefits 
while effectively mitigating their risks.

Executive Summary
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1. What are Deepfakes?

Deepfakes are manipulated or synthetically 
generated images, videos, and audio of human 
faces, bodies, or voices that appear highly 
authentic. They are typically produced using deep 
learning, a method within machine learning. The 
outcome is a form of synthetic media that can 
portray people as saying or doing things they 
never actually said or did.

Deepfakes represent a new technological 
advancement within the longstanding history 
of media manipulation. Even before the era 
of Photoshop, images were altered for a range 
of purposes—some benign, such as artistic 
creation1, and others more malicious, including 
political manipulation.2 However, deepfakes 
amplify many challenges (and potential benefits) 
associated with manipulated audiovisual media 
for several key reasons.

Deepfakes are now more 
prevalent and influential than 
ever before. As their quality and 
accessibility continue to improve, 
they have proliferated across all 
areas of digital life, from politics to 
pornography.

Firstly, deepfakes are spreading within a 
significantly altered and strained information 
environment. The rise of social media and 
messaging platforms has eroded the traditional 
media's “gatekeeping” role, boosting the influence 
of visual content and increasing the risk of 
disinformation. Secondly, most viewers tend to 
perceive audiovisual media as more credible than 
text-based media, often without an awareness of 
its potential for manipulation. Finally, advances 
in artificial intelligence (AI) and computing power 
have driven rapid improvements in the quality 

and accessibility of convincing deepfakes. This 
trend has accelerated with the development of 
generative AI, as tools for text-to-image, text-to-
speech (and speech-to-speech), and text-to-video 
generation now allow for the creation of targeted 
deepfakes using simple text prompts, requiring no 
input data or technical expertise.

Deepfakes are thus now more prevalent and 
influential than ever before. As their quality 
and accessibility continue to improve, they 
have proliferated across all areas of digital life, 
from politics to pornography. Some observers 
even believe that synthetic media will soon 
dominate the digital sphere, becoming the 
standard for online content.3 The ethical and 
societal implications of deepfakes vary greatly 
depending on how they are used, which, in turn, 
calls for tailored political and societal responses. 
Consequently, it is crucial to understand the 
current state and future potential of deepfake 
technology, the diverse ways it is employed by 
different actors, and its broader impact.

2. Deepfakes:
Technological Progress and 
Key Developers

Deepfakes are created using various AI and 
computer graphics techniques. Their origins can 
be traced back to 2014, when Google researcher 
Ian Goodfellow and colleagues published a 
paper4 establishing the technological foundation 
for Generative Adversarial Networks (GANs), a 
specialized form of deep learning. In a GAN setup, 
two competing neural networks work together 
to produce increasingly realistic synthetic media. 
The first network, known as the “generator,” 
creates an initial output. The second network, 
the “discriminator,” assesses whether the output 
is genuine or fake, providing feedback to the 
generator, which then refines its synthesis 
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process to improve authenticity. Initially, most 
deepfakes were based on GANs. Following 
Goodfellow’s seminal publication, researchers 
across universities, start-ups, and companies such 
as Nvidia, Samsung, and Disney advanced the 
technology5 and improved its outputs.

The release of DALL-E in 2021, an 
image generator developed by 
OpenAI, marked the beginning 
of a new era in deepfake creation 
through generative AI.

Concurrent to the development in research and 
the private sector, in 2017 the technology became 
available to the public and deepfakes began 
to proliferate when a user named u/deepfakes 
uploaded non-consensual sexualizing fake videos 
to Reddit, in which the faces of porn actors were 
replaced by those of female celebrities. This user’s 
profile name led to the term “deepfakes.” This 
same user also established the first online forum 
dedicated to creating and sharing (sexualizing) 
deepfakes and improving the underlying 
technology. Numerous other (code-sharing) fora 
followed. Since then, technological progress in 
deepfakes has been fueled not only by scientists 
and the industry (including a growing number of 
specialized start-ups and recent major players like 
OpenAI), but also by individual developers who 
often collaborate anonymously on code-sharing 
platforms such as GitHub.6

While GANs are capable of producing high-
quality images, they have notable limitations, 
such as limited diversity in generated images and 
reduced control over specific details. As a result, 
developers continued to explore alternative models 
for media synthesis. The release of DALL-E in 
2021, an image generator developed by OpenAI, 
marked the beginning of a new era in deepfake 
creation through generative AI. DALL-E was based 
on Generative Pre-Trained Transformers (GPT)7, 

a model initially developed for natural language 
processing. GPT employs unsupervised learning 
to detect patterns and relationships within large 
datasets, enabling it to predict subsequent words 
based on preceding text. For DALL-E, GPT was 
retrained using text-image pairs to predict “the 
next pixel,” thus enabling it to generate images. 
Since then, GPT has been integrated with additional 
machine learning models, particularly Diffusion 
Models. Diffusion Models can generate high-
definition images and allow for precise control over 
the output, significantly enhancing the quality and 
specificity of generated media.8 This advancement 
has effectively elevated the potential of image (and 
other media) generation to new heights.

The technological advancements in deepfake 
creation have been substantial. Since their 
inception, researchers and professional developers 
have focused on enhancing the realism and 
resolution of deepfakes, reducing the amount 
of input data and training time needed, and 
accelerating the generation process. This includes 
progress toward real-time deepfake video 
generation9, which currently relies on extensive 
pre-training but may, in the future, function 
without such preparation—potentially enabling 
seamless use in contexts like video conferences.

By 2019, GAN-based tools were already available 
online, allowing anyone to create realistic fake 
portraits with a single click.10 Today, a wide range 
of text-to-image generators — such as DALL-E, 
MidJourney and StableDiffusion — enable users 
to create photorealistic images, even of specific 
individuals, in any setting simply by describing 
the desired outcome. Synthetic audio has also 
become highly realistic, with text-to-speech and 
speech-to-speech (voice cloning) applications, like 
ElevenLabs, now accessible to the public. These 
tools offer a variety of voices and can generate 
lifelike synthetic audio from any text prompt.
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Deepfake video quality is advancing as well, both 
in terms of code available for more “traditional” 
forms of video deepfakes such as face swaps11 and 
through generative AI. For instance, in February 
2024, OpenAI introduced Sora, a video generator 
that can reportedly create photorealistic videos 
from text prompts and is expected to be publicly 
available soon. Both apps and online tools, as well 
as commercial services, have steadily expanded, 
turning deepfake production into a commodified 
process. This proliferation has been driven by 
specialized start-ups and tech giants like OpenAI, 
who are now key players in the field. Current 
estimates12 indicate that there are over 2,000 tools 
available for creating video deepfakes, more than 
10,000 tools for image generation, and over 1,000 
for voice synthesis.

Generative AI has significantly 
accelerated a trend that has 
been unfolding since deepfakes 
were first released in 2017: a 
continual increase in their quality 
and accessibility, alongside a 
steady reduction in the expertise, 
training data, and computing 
power needed to create and 
deploy them.

Generative AI has significantly accelerated a 
trend that has been unfolding since deepfakes 
were first released in 2017: a continual increase 
in their quality and accessibility, alongside 
a steady reduction in the expertise, training 
data, and computing power needed to create 
and deploy them. Consequently, today, even 
individuals without technological expertise can 
create convincing image and audio deepfakes 
with only a few clicks—and often with minimal 
or no input data.

3. Applications and
Impacts of Deepfakes

Deepfake technology has permeated a wide 
array of fields, leaving a significant mark on 
politics, personal privacy, crime, entertainment, 
and cultural practices. While some applications 
showcase remarkable innovation and potential, 
others present grave ethical, societal, and legal 
challenges. This section explores the primary 
areas where deepfakes are employed, highlighting 
their transformative possibilities while critically 
examining the risks and controversies they entail.

3.1. Political Deception, 
Manipulation, and Propaganda

Public debate around deepfakes largely centers 
on their potential for political manipulation13, 
with concerns especially heightened during 
democratic election cycles. Observers worry that 
deepfakes could be used to discredit candidates 
or disseminate false information about election 
procedures.14 Such politically motivated uses of 
deepfakes have indeed been on the rise in recent 
years. For example, during Argentina's 2023 
presidential election campaign, both candidates 
and their teams extensively disseminated 
deepfakes.15 In Slovakia’s 2023 parliamentary 
election campaign, an audio deepfake defaming 
progressive candidate Michal Šimečka circulated 
just days before the election, making it difficult 
to correct it in time.16 In Turkey, one of the three 
presidential candidates withdrew from the race 
after the release of a non-consensual sexualizing 
deepfake.17

Concerns about deepfake-fueled election 
manipulation were also prominent ahead of the 
2024 United States presidential election, where 
numerous deepfakes have been identified. For 
example, in January 2024, thousands of “robocalls” 
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featuring deepfake audio were recorded, posing a 
significant challenge for detection.18 These robocalls 
were specifically designed to spread disinformation 
in a personalized way to individual voters. This 
tactic is just one of many examples of deepfakes in 
the U.S. election landscape. Notably, Donald Trump 
has even shared deepfakes, including AI-generated 
images of Taylor Swift fans wearing “Swifties for 
Trump” T-shirts, adding to the proliferation of 
politically charged synthetic media.19

Nevertheless, it appears that on a global scale, no 
individual deepfake has yet decisively influenced 
the outcome of a democratic election.20 In Argentina, 
for example, the synthetic or manipulated nature of 
many shared deepfakes was relatively obvious, with 
some even being satirical. In Slovakia, it remains 
uncertain whether the defamatory deepfake 
contributed to Šimečka’s defeat.21 In Turkey, the 
candidate who withdrew due to a non-consensual 
sexualizing deepfake had limited prospects of 
winning the presidency. In the United States, 
analysts believe that deepfakes did not decisively 
sway the outcome of the election. However, their 
proliferation has further eroded the public’s trust in 
the country’s institutions and contributed to societal 
polarization by strengthening partisan beliefs and 
sowing distrust in the media and statements by 
political opponents.22

In the future, deepfakes in elections could unfold 
even greater manipulative and deceptive power, 
given their advancing quality, accessibility, and 
potential for strategic use. Malicious actors 
are likely to deploy high-quality deepfakes to 
undermine democratic processes and foster 
division and mistrust. This risk is not confined 
to national elections; local and regional elections 
could become prime targets, as actors typically 
have fewer resources to combat disinformation. 
Furthermore, candidates and their campaign 
teams themselves are increasingly leveraging 
deepfakes to promote their agendas in election 

campaigns (see section on softfakes). Additionally, 
the mere fear of deepfake-based manipulation 
poses its own threat to democracy by eroding 
public confidence in the integrity of elections and 
the democratic representation they uphold.23

It appears that on a global scale, 
no individual deepfake has yet 
decisively influenced the outcome 
of a democratic election.

More broadly, deepfakes erode trust in shared 
empirical insights, truths, and facts, hampering 
democratic debate and effective problem-
solving. They also enable what is known as the 
“liar’s dividend”—a concept that describes how 
individuals can deny incriminating evidence, 
such as recordings of their statements or actions, 
by asserting that the evidence is fake. By way 
of example, since 2020, speculation about the 
authenticity of videos featuring both Donald 
Trump24 and Joe Biden25 has been widespread 
in the U.S., with supporters and detractors 
questioning their veracity—demonstrating the far-
reaching effects of deepfakes.

As deepfakes become more 
widespread and public awareness 
of them grows, the liar’s 
dividend—and the erosion of trust 
in general—only deepens.

Moreover, less than a month after George Floyd's 
murder by a police officer, a Republican politician 
published a “report” alleging that the video of the 
murder was a deepfake,26 illustrating how the liar’s 
dividend can further marginalize disadvantaged 
communities.27 In the 2024 U.S. presidential 
elections, President-elect Donald Trump falsely 
claimed that pictures showing massive support for 
his opponent Harris at party rallies were faked.28 In 
repressive regimes, claims of “deepfaked evidence” 
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discredit […] democratic institutions and officials, 
[and] seiz[e] on existing political divides”33 in 
countries allied with Ukraine. For example, pro-
Russian actors conducted a targeted disinformation 
campaign against France, French President 
Emmanuel Macron, and the International Olympic 
Committee (IOC) in the lead-up to and during the 
2024 Paris Olympics.34 This campaign included a 
disparaging “documentary” about the IOC featuring 
a synthetic voice clone of actor Tom Cruise.

Deepfakes are also employed to 
spread propaganda and exert 
foreign influence—aimed at 
influencing the domestic politics of 
other countries—both within and 
outside the context of wars and 
armed conflicts.

In the Gaza conflict, both sides and their supporters 
deployed deepfakes for propaganda purposes.35  
Examples include pro-Israeli AI-generated images 
showing people cheering Israeli soldiers from 
their balconies36 and pro-Hamas AI-generated 
images depicting Palestinian babies and children 
buried under rubble. These images set out to 
underscore the suffering of Palestinian civilians or 
to exaggerate public support for one of the warring 
parties with the aim of evoking strong emotional 
responses. Other deepfakes falsely depicted 
celebrities endorsing one side of the conflict,37 
likely spread by both domestic and foreign actors 
to advance the agendas of the respective warring 
parties. However, such deepfakes also contribute 
to growing uncertainty and mistrust in media 
evidence related to conflict situations.

In recent years, deepfake-based political 
disinformation, election manipulation, and 
propaganda have steadily increased. While the fear 
that a single deepfake might derail a democratic 
election has not yet materialized, deepfakes have 
become an integral part of broader disinformation 
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could also undermine the efforts of human rights 
activists and political opponents.29 As deepfakes 
become more widespread and public awareness of 
them grows, the liar’s dividend—and the erosion of 
trust in general—only deepens.

Deepfakes can also be weaponized against 
individuals whose public statements or activities 
make them vulnerable to retaliation. This includes 
political opposition members, activists, and 
critical journalists. One notable example is Rana 
Ayyub30, a Muslim Indian journalist who reported 
on a rape case involving a Hindu man. Following 
her coverage, a non-consensual, sexualizing 
deepfake video of Ayyub went viral, resulting in 
death threats against her. Moreover, deepfakes 
of lesser-known (or non-existent) people can also 
be used for targeted political attacks. In 2020, for 
example, a political activist and her partner were 
accused in an article in a newspaper in the US of 
sympathizing with terrorists. It was later 
discovered that the article was authored by a non-
existent individual with a fake profile picture, 
showing how easily deepfakes can deceive even 
reputable outlets.31 

Deepfakes are also employed to spread propaganda 
and exert foreign influence—aimed at influencing 
the domestic politics of other countries—both 
within and outside the context of wars and armed 
conflicts. A striking example occurred during 
Russia’s war against Ukraine when, in 2022, a 
deepfake of Ukrainian President Zelensky urging 
Ukrainians to surrender marked a new form of 
deepfake-based interference. This video appeared 
on a hacked Ukrainian TV broadcaster’s website 
and spread on social media. While the deepfake’s 
low quality reduced its effectiveness, it was historic 
as the first documented attempt to use a deepfake to 
influence a major international conflict.32 

Since then, deepfakes have become central to 
Russian disinformation efforts. Russia has used the 
technology to “erode support for Ukraine, 
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campaigns that erode trust in the integrity of 
elections and other democratic institutions, fuel 
societal polarization, target marginalized groups, 
and weaken the quality of democratic discourse. In 
these ways, deepfakes represent a serious threat to 
democracy.38 

3.2. Non-Consensual Sexualizing 
Deepfakes and Image-Based 
Abuse

Empirical data on deepfakes reveals that up to 
98% of all deepfakes online are pornographic39 
or non-consensual sexualizing images40, with 
99% of them targeting women. The technology is 
also used to generate child pornography, though 
this aspect remains challenging to investigate 
empirically. Numerous open-source deepfake 
projects and forums provide users with the tools 
needed to create deepfake pornography.41 Apps like 
DeepNude, which circulate on messaging platforms 
such as Telegram,42 can digitally “undress” images 
of any woman. While major AI image generators 
typically include filters to block “not safe for work” 
(NSFW) content, many smaller image generators 
either enable or specialize in creating such material.

Deepfakes have become 
an integral part of broader 
disinformation campaigns that 
erode trust in the integrity of 
elections and other democratic 
institutions.

Non-consensual sexualizing deepfakes initially 
targeted female celebrities, with the technology 
itself emerging in this context. To date, 94% of the 
victims of non-consensual sexualizing deepfake 
pornography work in the entertainment industry.43 
However, deepfakes’ growing accessibility and the 
reduced amount of training data required now 
allow users to create non-consensual sexualizing 

images of any woman who has shared photos on 
social media. This has led to an influx of deepfake 
pornography on both mainstream and dedicated 
porn sites, along with a rise in cases of revenge 
porn, sextortion, and blackmail.

Empirical data on deepfakes 
reveals that up to 98% of 
all deepfakes online are 
pornographic  or non-consensual 
sexualizing images, with 99% of 
them targeting women.

Creators of deepfake pornography often claim it 
is a form of free expression, entertainment, or 
harmless fun.44 However, the impact on those 
affected is severe: victims frequently experience 
humiliation, a loss of control, and intimidation, 
often leading to psychological distress and setbacks 
in both their personal and professional lives.45  
Furthermore, deepfake pornography exploits the 
work of sex workers who created the original 
content, compounding the usual industry hazards 
and risks by misappropriating their work without 
consent or compensation.46 Since deepfake porn 
overwhelmingly victimizes women, it poses a 
threat to gender equality in a digital society, 
potentially silencing women and discouraging 
them from participating in public and professional 
pursuits. Some observers argue that deepfake 
porn is a more pressing concern47 than political 
deepfakes and that it requires greater attention.48
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3.3. Criminal Uses of Deepfakes

Audio and video deepfakes have been increasingly 
employed in imposter schemes targeting both 
individuals and companies.49 One notorious case 
involved a UK energy firm that lost over $240,000 
in 2019 when its CEO was deceived by a synthetic 
audio deepfake mimicking the voice of the parent 
company’s CEO.50 A similar incident occurred in 
2021 with a Hong Kong-based bank.51 In 2022, 
fraudsters used an alleged deepfake video of a 
cryptocurrency executive to steal $32 million52, 
while fake videos of Elon Musk continue to circulate, 
promoting fraudulent cryptocurrency schemes.53 
Additionally, a large-scale scam using deepfakes 
of Elon Musk, Justin Trudeau, Ryan Reynolds, 
and other celebrities has been luring victims into 
investing in “Quantum AI,”54 a platform claiming to 
utilize quantum computing to generate profits.

Deepfakes can also be 
weaponized to sabotage 
competitors and manipulate 
stock markets by, for example, 
publishing fake videos of CEOs 
making offensive remarks or 
falsely announcing mergers or 
major business decisions.

Deepfakes can also be weaponized to sabotage 
competitors and manipulate stock markets by, for 
example, publishing fake videos of CEOs making 
offensive remarks or falsely announcing mergers 
or major business decisions. Additionally, 
deepfakes are capable of circumventing facial 
recognition technology and remote identification 
processes. Since 2018, criminals have used 
image-manipulation apps to breach government 
facial recognition systems in China, facilitating 
large-scale tax fraud.55 In 2022, the FBI warned 
that cybercriminals were applying for remote 
IT jobs using deepfakes to gain unauthorized 

access to corporate systems.56 Thus, fraudsters 
have been executing increasingly sophisticated 
attacks, using real-time deepfakes to bypass facial 
recognition during online Know Your Customer 
(KYC) onboarding processes, particularly within 
the banking sector.57

Furthermore, pornographic and other 
compromising deepfakes can be exploited for 
blackmail and (s)extortion, as demonstrated in 
cases involving several male Indian politicians.58 
Cybercriminals are increasingly using deepfakes 
for such purposes. In the future, they may also 
employ real-time deepfakes in video calls or 
real-time voice cloning for phone scams, further 
intensifying the threat that deepfakes pose in the 
realm of criminal activity.59

3.4. Deepfakes in Personal 
Entertainment and Commercial 
Applications

Deepfakes are increasingly used in new forms 
of self-expression and digital engagement. 
Numerous YouTube and TikTok channels are 
dedicated to deepfakes, and especially those 
focused on celebrity deepfakes showcase highly 
sophisticated content.60 For instance, the YouTube 
channel PresidentsUniverse, with 260,000 
followers, has produced over 160 deepfake videos 
purportedly showing Donald Trump, Barack 
Obama, and Joe Biden playing popular video 
games.61 Deepfakes also fuel meme culture62, 
with apps enabling users to insert their faces into 
music or video clips. On TikTok, fake celebrity 
channels of figures like Margot Robbie63 and 
Leonardo DiCaprio64 have emerged, gaining 
popularity for their realistic renditions.

The technology also offers numerous commercial 
applications, especially in marketing and film. 
With deepfakes, actors can be seamlessly made to 
appear much younger or older, their voices cloned, 
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and lip movements synchronized in dubbed 
films.65 Celebrities no longer need to travel to sets 
to participate in films or advertisements66, as their 
likenesses can be digitally inserted, while post-
editing can alter misspoken or age-inappropriate 
words without needing reshoots.67 In 2023, 
British broadcaster ITVX launched Deep Fake 
Neighbor Wars,68 the first fully deepfake-based 
series, featuring celebrities like Kim Kardashian 
and Greta Thunberg as if they were neighbors in 
a small-town setting, humorously portrayed in 
everyday arguments and interactions.

Deepfakes can even digitally "resurrect" deceased 
actors and musicians for new performances.69 In 
the emerging "digital afterlife industry," deepfake 
technology is reshaping mourning practices and 
transforming how we engage with memories of 
those who have passed. For instance, the genealogy 
website MyHeritage launched DeepNostalgia70 in 
2021, a service that animates photos of deceased 
relatives. Voice cloning71 enables individuals to 
create AI models of their voices while still alive, 
allowing their digital likeness to interact with loved 
ones after their death. This trend could even extend 
to deepfake avatars of the deceased attending their 
own funerals, profoundly altering cultural and 
personal approaches to grief and remembrance.72 

In the marketing industry, deepfakes are employed 
to localize campaigns73—for instance, to promote 
local businesses—or even to hyper-personalize 
ads tailored to individual consumers.74 The 
fashion industry is also embracing deepfakes75, 
using them to create diverse digital models for 
online clothing displays and fittings, enhancing 
representation and personalization in fashion 
marketing. Additionally, in medical assistance 
technologies, synthetic audio powered by 
deepfake technology enables individuals who 
cannot speak due to medical conditions to 
communicate using a digital version of their own 
voice, enhancing personal expression.76 

The rise of virtual influencers is another 
significant trend.77 These digital personas, 
created by companies, agencies, or individuals, 
act as virtual models78 or brand ambassadors, 
engaging audiences much like human influencers. 
Some virtual influencers, like Lil Miquela79, 
launched in 2016, have amassed millions of 
followers and even appear to express political 
views—Lil Miquela, for instance, publicly 
supported the Black Lives Matter movement.80 
This development illustrates the expanding role 
of virtual entities in digital marketing, blurring 
the lines between human and digital influence in 
economic, social and political spheres.

Both non-commercial uses of deepfakes for 
personal entertainment and digital self-expression, 
as well as their commercial applications, raise 
significant ethical concerns. These range from 
the risks associated with micro-targeted ads, 
which are exacerbated by hyper personalized 
deepfakes, and the potential for virtual influencers 
to deceive or manipulate consumers, to issues 
surrounding actors’ futures and the lack of consent 
for certain deepfakes. Additionally, deepfakes 
of the deceased81 bring forth complex legal and 
ethical questions, including the preservation of an 
individual's rights and dignity, the importance of 
obtaining consent while they are still alive (or from 
their relatives), and the potential impact of these 
deepfakes on the grieving process and cultural 
practices surrounding mourning in the future.

3.5. Deepfakes in Education, 
Activism, and Satire

Educational deepfakes could allow historical 
figures to speak directly to students or 
museumgoers. For example, the Dalí Lives 
exhibition in St. Petersburg, Florida, allows visitors 
to “interact” with the deceased artist Salvador 
Dalí, presenting a personalized and immersive 
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experience of his persona.82 Similarly, deepfake 
technology is used in projects that recreate the 
speeches of iconic figures such as former U.S. 
presidents or civil rights leader Martin Luther 
King Jr.83, bringing their voices and messages 
to a contemporary audience in a powerful, 
memorable way. While these deepfakes enhance 
learning by creating vivid historical encounters, 
they inevitably present a singular, and sometimes 
simplified, interpretation of historical figures and 
events.84 This selective portrayal underscores 
the importance of using and viewing educational 
deepfakes with discernment to maintain historical 
accuracy and avoid oversimplification.

Even when used for just causes, 
deepfakes carry the risk of 
misleading viewers, particularly 
when such clips are shared 
without context on social media.

Political activists have employed deepfakes of 
murder victims in campaigns advocating for 
stricter gun laws in the United States85 and for 
deeper criminal investigations in Mexico.86 
Artistic applications of deepfakes serve as a 
powerful means to highlight the dangers of 
mass data collection87 and critique patriarchal 
attitudes.88 In a landmark use of the technology, 
the 2020 documentary Welcome to Chechnya89 
used deepfakes to publicize the stories of victims 
of persecution based on their sexual orientation 
while protecting their real identities.

Deepfakes also play a role in political satire,90 
such as in web shows about U.S. President 
Trump or television programs featuring former 
Italian Prime Minister Matteo Renzi.91 Individual 
satirical deepfakes are often used to critique 
those in positions of power and challenge their 
policies. For instance, a satirical deepfake in 2023 
appeared to show German Federal Chancellor 
Olaf Scholz announcing a ban on the right-wing 

party Alternative für Deutschland (AfD).92 Since 
the deepfake was not clearly marked as satire, 
a German court prohibited its dissemination in 
February 2024 to prevent potential deception.93 

Artistic, activist, and satirical deepfakes 
frequently serve to critique those in power 
or to spotlight socio-political injustices. The 
technology allows for the creation of uniquely 
impactful content, which can be intriguing or 
even haunting—such as portraying deceased 
individuals or using deepfakes to help viewers 
empathize with victims of persecution. This was 
evident in the aforementioned documentary 
Welcome to Chechnya, where activists’ faces were 
digitally superimposed over those of persecuted 
individuals, rather than obscuring their identities 
through blurring or off-angle filming.

However, even when used for just causes, 
deepfakes carry the risk of misleading viewers, 
particularly when such clips are shared without 
context on social media. Additionally, some creators 
of harmful or defamatory deepfakes may label 
them as satire94 to circumvent legal action or avoid 
platform-based consequences, such as labeling or 
algorithmic restrictions. This dual use underscores 
the ethical complexity of deepfakes in activism and 
satire, as well as the potential for their abuse under 
the guise of artistic or satirical intent. 

3.6. Softfakes

In recent years, a new kind of deepfake 
application has emerged in the political sphere 
where politicians and campaign teams employ 
deepfakes during election campaigns to reach 
new target groups, disseminate political ideas, 
craft favorable self-representations, or even 
imply endorsements from well-known (and 
sometimes deceased) personalities. These 
politically driven, non-malicious deepfakes are 
often referred to as “softfakes.”95
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The first known instances of softfakes appeared 
in India in 2020 when the Bharatiya Janata Party 
(BJP) in Delhi released two videos of its leader 
campaigning in English and Haryanvi—languages 
he does not actually speak.96 These videos, which 
did not indicate they contained synthetically 
generated content, were distributed across over 
5,800 WhatsApp groups and reached more than 
15 million voters. In 2022, South Korean President 
Yoon Suk-Yeol used a deepfake-based avatar of 
himself, "AI Yoon."97 This avatar resembled him 
visually but communicated in a more relaxed, 
colloquial style, using humor to "respond" to 
thousands of citizens' questions, particularly 
to appeal to younger voters. The avatar proved 
so effective that Yoon's opponent eventually 
employed a similar deepfake-powered avatar in 
his own campaign.98

In 2024, softfakes gained visibility on an 
unprecedented scale, particularly during the 
nationwide elections in India. All major parties 
employed softfakes to engage citizens directly, 
reaching them in a highly personalized manner 
by speaking their native languages and tailoring 
messages to local contexts. For example, a video 
of Prime Minister Modi circulated directly to 
citizens via WhatsApp, addressing them by name 
in their mother tongues. Moreover, various 
parties used AI-driven “robocalls” featuring 
the voices of prominent politicians to convey 
party positions, often without citizens realizing 
they were not speaking to a real person. In 
addition, avatars of BJP representatives were 
used to promote party messages, appearing in 
personal settings and delivering content adapted 
to the recipient's location, as determined by 
their device.99 Other softfakes included singing 
and dancing versions of candidates, designed 
to make them more relatable100, as well as 
deepfakes of deceased politicians expressing 
support for particular parties.101 These varied 
applications reflect the sophisticated integration 

of softfakes into political campaigns, aiming to 
build personalized connections and sway public 
opinion on an extensive scale.

In 2024, softfakes gained visibility 
on an unprecedented scale, 
particularly during the nationwide 
elections in India. All major parties 
employed softfakes to engage 
citizens directly.

In Indonesia, a deepfake of a deceased political 
leader appeared in 2024102, seemingly endorsing 
his former political party. Presidential candidate 
General Subianto also employed a “cuddly” AI 
avatar—a softened, non-photorealistic version 
of himself—to appear more approachable and 
distract from allegations of past human rights 
abuses.103 Meanwhile, in Pakistan, deepfake 
technology allowed imprisoned former Prime 
Minister Imran Khan to connect with the public.104 
His written messages from prison were converted 
into video messages, enabling him to engage with 
his electorate and maintain a voice in political 
discourse despite his confinement.

Softfakes allow parties and candidates to reach 
new target groups, including marginalized 
communities, engage more directly with citizens, 
and deliver election messages and promises in a 
hyper-personalized manner. They can enhance 
candidates’ public image and create innovative 
messages of support, potentially mobilizing 
greater citizen participation in political issues 
and discussions. Due to their cost-effectiveness 
and impact, softfakes are increasingly part of the 
toolkit for political campaign teams and specialized 
PR firms. While softfakes have primarily been used 
in Asia, political parties in countries like France105  
and Germany106 are beginning to explore 
generative AI for political messaging. This trend 
suggests that softfakes may become an integral 
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part of election strategies worldwide. However, as 
the novelty of this technology fades, its influence 
may also wane over time. 

Softfakes allow parties and 
candidates to reach new target 
groups, including marginalized 
communities, engage more 
directly with citizens, and deliver 
election messages and promises in 
a hyper-personalized manner.

Despite their seemingly harmless nature, softfakes 
carry significant risks as well: they can mislead 
viewers, intentionally or unintentionally, about 
candidates’ backgrounds, abilities, or positions. 
Therefore, it is essential to label all softfakes 
clearly to promote transparency—a requirement 
that, unfortunately, is often not practiced. 
However, even clear labeling does not eliminate 
all concerns. For instance, softfake-generated 
campaign content may still convey false or 
misleading information. During the 2024 Indian 
elections, for example, robocallers “hallucinated,” 
falsely attributing positions to candidates.107 

In addition to such unintentional errors, even 
labeled softfakes can be purposefully deceptive. 
The “AI Yoon” avatar and the “cuddly” version of 
General Subianto, for instance, served to amuse 
the public, present the candidates as younger 
and more approachable, and distract from past 
scandals. Like other forms of disinformation, 
such portrayals can leave a lasting impact, even 
if transparently labeled. Moreover, softfakes of 
deceased politicians introduce further ethical 
complexities, as previously discussed in the section 
on personal and commercial uses. Finally, hyper-
personalized softfakes may also fragment political 
discourse, contributing to societal division and 
undermining cohesion.108

4. Regulatory,
Technological and Societal 
Responses

As deepfake technology advances, its applications 
raise profound questions about digital trust, 
authenticity, and societal adaptation. Addressing 
these challenges requires coordinated regulatory, 
technological, and societal responses. This 
section explores the emerging solutions designed 
to mitigate risks while fostering responsible 
innovation.

4.1. Regulatory Responses

Deepfakes cannot be categorically outlawed 
due to their numerous legitimate applications 
across fields like education, commerce, and 
entertainment. Many deepfakes also fall under the 
protection of freedom of expression and artistic 
freedom. At the same time, as demonstrated, 
deepfake-based disinformation and hate speech 
pose serious threats to democracy and can inflict 
significant harm on individuals. Policymakers are 
therefore faced with the complex task of finding 
balanced approaches to address the potential 
harms of deepfakes while preserving their 
beneficial uses.

Deepfakes cannot be categorically 
outlawed due to their numerous 
legitimate applications across 
fields like education, commerce, 
and entertainment.

The growing awareness that self- and co-
regulation by social media platforms has proven 
insufficient to combat the escalating threat of 
deepfake-based disinformation, coupled with 
rapid advancements in AI, has led the European 
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Union (EU) to adopt stronger regulatory measures 
targeting deepfakes. Platform regulation plays 
a central role in these efforts, as social media 
platforms are often the primary channels for the 
dissemination of deepfakes.

In 2022, the EU introduced the Digital Services 
Act (DSA)109, which primarily targets large social 
media platforms with over 45 million users within 
the EU. Its objective is to enhance the safety 
and reliability of online interactions. The DSA 
mandates that major platform operators establish 
transparent content moderation rules, detailing 
enforcement measures to ensure compliance. 
For example, platforms can implement a "notice-
and-takedown" procedure, allowing victims of 
deepfake-related harm to report harmful content 
directly to operators. Upon receiving a report, 
platform operators are then required to review the 
content, inform the complainant of the outcome, 
and potentially take action such as blocking or 
deleting the material. Individuals impacted by such 
moderation actions also have the right to appeal.

The DSA also allows for the registration of “trusted 
flaggers” — accredited institutions whose content 
reports must be prioritized by platform operators. 
Platforms may also use (partially) automated tools, 
such as upload filters, to identify and remove 
harmful content proactively. Furthermore, the 
DSA obligates platforms to cooperate with law 
enforcement on deepfakes that could be subject 
to criminal prosecution, enhancing the regulatory 
framework around digital accountability and 
security. However, national laws ultimately 
define which deepfakes are considered criminal 
offenses, such as those used for defamation or 
fraud. Additionally, many deepfakes infringe upon 
privacy rights or copyright protections. Beyond 
platform regulation, the EU’s 2024 AI Act (coming 
into effect in 2026) is another central framework 
for regulating deepfakes on the European level.110  
Often seen as a potential model for global AI 

governance (the so-called "Brussels Effect"111), the 
AI Act introduces a risk-based, context-sensitive 
approach, regulating AI applications by their 
associated risks based on context.

Critics argue that categorizing 
deepfakes as low-risk AI 
downplays their potential for 
political manipulation and abuse.

Under this system, deepfakes are classified as 
low or minimal risk rather than prohibited 
or high-risk AI, meaning the AI Act primarily 
enforces transparency measures. Providers of 
AI capable of generating deepfakes are required 
to embed mechanisms (e.g., watermarking 
or metadata labeling) so that manipulated or 
generated content can be clearly identified. Those 
who create deepfakes must disclose that their 
creations are based on AI, ideally allowing viewers 
to understand that the content is synthetic or 
manipulated. However, deepfakes used for artistic 
or satirical purposes only need to be labeled in 
ways that do not impair the work’s enjoyment, 
potentially leaving gaps for malicious uses.

Critics argue that categorizing deepfakes as low-
risk AI downplays their potential for political 
manipulation and abuse.112 Lastly, concerns exist 
around practical enforcement, with transparency 
requirements’ implementation details yet to be 
clarified. This has led to doubts about the AI Act’s 
effectiveness in preventing misuse and ensuring 
the responsible use of deepfake technology.

Other countries are also introducing specialized 
legislation to address the challenges posed by 
AI and deepfakes in particular. In January 2023, 
China enacted the “Provisions on Deep Synthesis 
Technology,”113 a specialized law addressing 
deepfake technology. Unlike regulations in other 
regions that focus on platforms disseminating 
deepfakes, this legislation targets the creators 
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and providers of synthetic media technologies. 
The law mandates that all synthetic content carry 
clear labels, requires consent from all individuals 
depicted in such media, and bans numerous 
applications of deepfake technology, including 
sexualizing deepfakes, content infringing on 
intellectual property, and any material deemed 
counter to China’s "national interests."114 This 
legislation has sparked concerns over potential 
state censorship. Also, the expansive requirement 
for consent limits various applications, such as 
satire, and could stifle creative expression. By 
imposing broad constraints on deepfake content, 
the law reflects a regulatory approach that 
prioritizes control over synthetic media sources, 
setting China apart in its restrictive stance on 
deepfake technology.

Regulators worldwide are intensifying efforts to 
address the issue of non-consensual sexualizing 
deepfakes, which are often not adequately covered 
by existing criminal laws, such as those targeting 
image-based abuse. As a result, victims frequently 
lack sufficient legal protection.115 To combat this 
gap, several regions have enacted new legislation 
within the last two years, criminalizing the 
creation, distribution, or even consumption of non-
consensual sexualizing deepfakes.

In the European Union, the Digital 
Services Act (DSA) supports the 
reporting and removal of non-
consensual sexualizing deepfakes 
from major social media platforms.

In the United States, multiple states have recently 
passed laws specifically targeting non-consensual 
deepfake pornography, aiming to provide 
victims with legal recourse and hold offenders 
accountable.116 Similarly, the UK117 and South 
Korea118 have introduced regulations that broaden 
protections against non-consensual sexualizing 

deepfakes, strengthening penalties and increasing 
prosecutorial focus on such offenses. 

In the European Union, the Digital Services Act 
(DSA) supports the reporting and removal of non-
consensual sexualizing deepfakes from major 
social media platforms. Additionally, the "Directive 
on combating violence against women and 
domestic violence," enacted in June 2024, explicitly 
bans the production and dissemination of intimate 
or manipulated images without consent, marking a 
significant step toward safeguarding individuals—
particularly women—against sexualizing violence 
through deepfakes.119 That these legal frameworks 
are taking shape shows that politicians, 
lawmakers, and civil society organizations are 
increasingly focused on curbing the spread and 
impact of non-consensual sexualizing deepfakes, 
advancing legal protections for victims and 
establishing stronger deterrents.

4.2. Technological and Societal 
Responses

While regulation is a crucial step in addressing 
the risks associated with deepfakes, it alone 
would be insufficient, particularly given that 
malicious actors are likely to disregard it. Technical 
advancements in deepfake detection are therefore 
essential to identify unlabeled or misleading 
deepfakes, enabling society to respond more 
effectively. Significant strides in image and audio 
forensics are underway, with detection methods 
focusing on various distinctive traits of deepfakes. 
However, this progress can paradoxically fuel 
improvements in deepfake technology itself, 
turning the effort into a continuous “cat-and-
mouse game.”120

Besides deepfake detection, one promising area 
of development is the encoding of images to 
prevent their unauthorized use in AI-based image 
synthesis.121 Additionally, verification systems 
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for authenticating untampered media may 
provide a supplementary approach to combat 
deepfake challenges. These systems, if effectively 
implemented and widely adopted, could help 
establish the credibility of genuine content. Yet, 
they are not insurmountable and their limitations 
and potential biases must be considered.122 For 
instance, if content authentication becomes a 
standard or “watermark” for major media outlets, 
evidence captured by marginalized groups—such 
as citizen journalists or activists documenting 
human rights abuses with basic mobile devices that 
lack such technology—may be unfairly discounted 
or deemed unreliable.123 

In addition to regulatory and technical measures, 
societal strategies are essential for effectively 
managing the impact of deepfakes. First and 
foremost, enhancing citizens’ media literacy124 
and raising awareness about the risks posed 
by deepfakes can help reduce the influence 
and spread of deceptive or harmful content.125 
Empowering journalists and media organizations 
with both technical and financial resources to 
collaboratively verify increasing volumes of 
potentially manipulated media is also crucial, 
as it reinforces their critical role in upholding 
information integrity.

While regulation is a crucial step 
in addressing the risks associated 
with deepfakes, it alone would 
be insufficient, particularly given 
that malicious actors are likely to 
disregard it.

Furthermore, ethical considerations should 
be woven into the educational pathways of 
future developers—such as through curricula in 
computer science and related fields—promoting 
a sense of responsibility among those who 
may create or work with deepfake technology. 

Companies that develop and offer deepfake tools 
must also take proactive steps to prevent abuse, 
adopting stronger policies and technologies to 
safeguard against potential abuses.126

Ethical considerations should 
be woven into the educational 
pathways of future developers—
such as through curricula in 
computer science and related 
fields—promoting a sense of 
responsibility among those who 
may create or work with deepfake 
technology.

Together, these combined efforts can help mitigate 
the adverse effects of deepfakes while fostering 
legitimate and beneficial applications of the 
technology.

5. Where are Deepfakes
Headed?

Since the technology first emerged publicly 
in 2017, deepfakes have been on a rapid rise. 
The launch of image generator DALL-E in 2021 
marked a major turning point, as generative AI 
significantly accelerated the accessibility and 
quality of deepfakes. Now, convincing audio and 
image deepfakes can be created with a simple 
text description, and similar advancements in 
video deepfakes are anticipated soon. As a result, 
increasingly realistic deepfakes featuring both 
celebrities and everyday individuals are becoming 
woven into our digital interactions, signaling a 
shift in everyday digital interactions and how we 
experience and interpret online content.

While deepfakes are still overwhelmingly 
present in the realm of image-based abuse, 
they are now permeating nearly every area 

  Discussion Paper

Navigating the Future: Technology, Society, and Sustainability      18/31

Deepfakes: Manipulation on Demand?



of digital life, from politics and cybercrime to 
entertainment, advertising, and education. In 
politics, deepfakes have long been regarded as a 
powerful tool for manipulation and deception. 
Yet, new applications—such as political art, 
education, satire, and even election campaigning 
(so-called “softfakes”)—are also emerging, offering 
potential avenues for increased participation, 
mobilization, justice, and enhanced accountability 
for politicians. However, these developments also 
bring new risks, as these tools can also be misused 
or have unintended consequences.

While deepfakes are still 
overwhelmingly present in the 
realm of image-based abuse, they 
are now permeating nearly every 
area of digital life, from politics 
and cybercrime to entertainment, 
advertising, and education.

Deepfake technologies are increasingly combined 
with Large Language Models (LLMs), another 
influential form of generative AI, to create chatbots 
with human-like faces, realistic digital twins or 
avatars, and advanced digital assistants. While 
these integrations offer innovative applications, 
such as lifelike customer support or interactive 
learning experiences, LLMs also facilitate 
large-scale disinformation. When coupled with 
deepfakes, this allows for sophisticated multimodal 
disinformation, heightening concerns about 
AI-powered manipulation and deception on an 
unprecedented scale. This convergence intensifies 
fears around the potential abuse of AI for 
misleading and persuasive content that can easily 
blur the line between reality and fabrication.

Generative AI’s influence on both work and 
personal life is growing rapidly. Looking to the 
future, proponents of the “metaverse”127 foresee 
a digital evolution where hyperrealistic synthetic 

versions of ourselves—fully realized digital 
clones— or other highly realistic avatars interact 
within an immersive virtual world. Deepfake 
technology is anticipated to play a central role in 
this vision, enabling the creation of highly realistic 
avatars that bring a new level of lifelike presence 
to these digital spaces. As this technology advances, 
it could make virtual interactions in the metaverse 
almost visually indistinguishable from real-world 
encounters, reshaping how people connect, work, 
and socialize in digital environments.

Deepfakes hold substantial promise across sectors, 
from commercial gain and entertainment to 
education and cross-cultural communication. They 
offer the potential for meaningful interactions 
across linguistic and geographic divides—and 
even beyond death, as illustrated by the emerging 
digital afterlife industry. However, their rise also 
amplifies serious risks, including disinformation, 
manipulation, fraud, blackmail, and intimidation. 
This rapid development raises complex ethical and 
societal questions concerning individual rights, 
freedom of expression, and cultural practices 
related to death and mourning. 

Deepfake technologies are 
increasingly combined with Large 
Language Models (LLMs), another 
influential form of generative AI, 
to create chatbots with human-
like faces, realistic digital twins 
or avatars, and advanced digital 
assistants.

In response, scientists, policymakers, and 
communities are actively exploring approaches 
to address these challenges and to manage the 
multifaceted impacts of deepfakes in different 
contexts. Regulatory frameworks, such as the 
EU's Digital Services Act, AI Act, and Directive on 
combating violence against women and domestic 
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violence aim to promote transparency and 
accountability and to protect individuals from 
abuse, e.g. by enforcing content moderation on 
social media, mandating the labeling of synthetic 
media, or outlawing non-consensual sexualizing 
deepfakes. Advances in detection technologies and 
content authentication systems offer promising 
solutions for combating disinformation and 
preserving trust in digital media. Additionally, 
societal efforts, including educational initiatives 
to improve media literacy and empower content 
verifiers, are crucial to strengthening societal 
resilience against manipulation. These combined 
approaches represent essential steps toward 
fostering an ethical and responsible integration of 
deepfake technology.

6. Outlook

As deepfake technology continues to evolve, it 
embodies both the potential and the formidable 
risks of artificial intelligence in the digital age. 
While deepfakes have promising applications in 
various fields, their capacity for harm—ranging 
from privacy violations and fraud to political 
manipulation and image-based abuse—demands 
careful consideration. The widespread accessibility 
of deepfake tools, coupled with advancements in 
generative AI, places these capabilities in the hands 
of both creators and malicious actors alike, raising 
urgent questions around digital trust, ethical usage, 
and the boundaries of synthetic media.

Regulatory frameworks are emerging worldwide 
to address the challenges of deepfakes, with the 
European Union, the UK, South Korea and other 
regions and countries leading efforts to promote 
transparency, protect individual rights, and 
mitigate disinformation. Yet, regulation alone 
cannot fully resolve the unique challenges posed 
by this technology. A multifaceted approach—
combining policy, technological safeguards, ethical 

development standards, and societal awareness—
will be necessary to responsibly integrate 
deepfakes into society. 

Deepfakes represent a pivotal 
moment in the intersection of 
technology, society, and ethics, 
challenging us to shape a future 
that balances innovation with 
responsibility and accountability 
in a rapidly changing digital 
landscape.

Looking ahead, deepfakes are poised to become 
more deeply embedded in digital life, from 
virtual assistants and avatars in the metaverse 
to increasingly realistic applications in cross-
cultural and commercial settings. Maximizing their 
potential while addressing inherent risks requires 
a forward-looking strategy that continuously 
adapts to technological developments. The path 
forward involves not only harnessing the positive 
uses of deepfake technology but also cultivating 
a resilient digital ecosystem where authenticity is 
preserved, individuals’ rights are protected, and 
public trust remains intact.

Deepfakes represent a pivotal moment in the 
intersection of technology, society, and ethics, 
challenging us to shape a future that balances 
innovation with responsibility and accountability 
in a rapidly changing digital landscape.
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